

 Allianz Technology Indemnity and Privacy Insurance

PROPOSAL FORM 
NOTICE TO THE PROPOSED INSURED
Notice: Statement pursuant to Section 25(5) of the Insurance Act (Cap. 142) or any subsequent amendments thereof:
Please note that you are to disclose in the proposal form fully and faithfully all facts that you know or ought to know which may affect the insurance cover being applied for. Otherwise the policy issued may be void or you may risk losing all cover or part of the cover under the policy.
Disclosure of Relevant Facts 
Your Duty of Disclosure
Before you enter into a contract of insurance with an insurer, you have a duty to disclose to the insurer every matter which you know, or could reasonably be expected to know. The disclosures that you make are relevant to the insurer's decision whether to accept the risk of the insurance and, if so, on what terms.
You have the same duty to disclose those matters to us before you renew, extend, vary or reinstate a contract of insurance.
Comment
The requirement of full and frank disclosure of anything which may be material to the risk for which you seek cover (eg. Claims or circumstances, whether founded or unfounded), or to the magnitude of the risk, is of the utmost importance with this type of insurance. It is better to err on the side of caution by disclosing anything which might conceivably influence the insurer's consideration of your proposal.
Claims Made Policy
This proposal is for a "claims made" policy of insurance. This means that the policy covers you for claims made against you and notified to the insurer during the period of cover. This policy does not provide cover in relation to:
events that occurred prior to the retroactive date of the policy (if such a date is specified);
claims made after the expiry of the period of cover even though the event giving rise to the claim may have occurred during the period of cover;
claims notified or arising out of facts or circumstances notified (or which ought reasonably to have been notified) under any previous policy;
claims made, threatened or intimated against you prior to the commencement of the period of cover;
facts or circumstances of which you first became aware prior to the period of cover, and which you knew or ought reasonably to have known had the potential to give rise to a claim under this policy;
claims arising out of circumstances noted on the Proposal Form for the current period of cover or on any previous proposal form.
However, where you give notice in writing to the insurer of any facts that might give rise to a claim against you as soon as reasonably practicable after you become aware of those facts but before the expiry of the period of cover, the policy will, subject to the terms and conditions, cover you notwithstanding that a claim is only made after the expiry of the period of cover.
You should familiarise yourself with our standard form of policy for this type of cover before submitting this proposal.
[bookmark: Technology_Indemnity_and_Privacy_Insuran]Technology Indemnity and Privacy Insurance Proposal Form
All questions must be answered to enable a quotation to be given. The completion and signature of this proposal form does not bind the Applicant(s) or the Insurer(s) to complete a contract of insurance. If there is insufficient space to answer questions, please use an additional sheet and attach it to this form (please indicate question number).
This is a proposal form for a Policy relating to claims made against the Insured during the Policy Period.
About you
a)   Your legal name (cover will apply to all your subsidiaries unless you tell us otherwise)
(“You”)
	


b)   For how many years have you carried on business?
	



Your registered office:
	Street Address 
	

	State/Country
	

	Telephone
	

	Website
	

	Postal Code
	

	Email
	

	Address
	



Your business
a)   Please provide your revenue:
	Financial year ending ( )
	Domestic
	EU
	USA
	Others
	Total

	/	/
	
	
	
	
	

	/	/
	
	
	
	
	

	/	/
	
	
	
	
	

	Next year (est.)
	
	
	
	
	


b)   What % of your revenue is from ecommerce?	%
c)   How many staff do you have?
Please describe there of your business:
Please provide further details separately if necessary
	



Have there been any mergers or acquisitions in the last 3 years or are there any planned in the next 12 months
	



Please state what % of your last full financial year’s revenue was derived from the following activities
	
	Business Activity	%
	% 

	Software
	Sale/licensing/supply of third party packaged software
	

	
	Sale/licensing/supply of your own packaged software
	

	
	Implementing customisable software
	

	
	Developing bespoke software
	

	
	App developer (not games)
	

	
	Games developer
	

	
	Software installation (no customisation)
	

	
	Software integration
	

	
	Software maintenance
	

	
	Consultancy
	

	Hardware
	Sale/licensing/supply of third party hardware
	

	
	Sale/licensing/supply of your own manufactured hardware
	

	Hosting
	Application or platform service provider (SaaS or PaaS)
	

	
	Data hosting (not cloud based)
	

	
	Cloud data hosting
	

	
	Internet Service Provider (ISP)
	

	
	Website hosting
	

	Telecoms
	Virtual internet service provider
	

	
	Mobile network operator (with infrastructure)
	

	
	Virtual mobile network operator (no infrastructure)
	

	
	Fixed line telecoms (broadband/phone - with infrastructure)
	

	
	Virtual fixed line telecoms (broadband/phone - no infrastructure)
	

	
	Combined telecoms (Fixed, Mobile, Broadband, ISP etc)
	

	Managed services
	Managed services including managed IT security services
	

	Misc
	Website design
	

	
	Training
	

	
	Contract staff supply (no liability for deliverables)
	

	
	Contract staff supply (with liability for deliverables)
	

	
	Business Process Outsourcing (BPO)
	

	
	Systems audit / certification
	

	Other specify)
	
	

	
	Total
	100%



(a)   What % of your revenue is to the following market sectors:
	Government
	%

	Manufacturing/Industrial
	%

	Construction/Engineering
	%

	Retail
	%

	Healthcare/Medical
	%

	Finance
	%

	Other
	%


(b)   If the above business activity and sector split has been substantially different in the past 12 months, please explain:
	

	

	


(c)   If any substantial changes are expected in the next 12 months, please explain:
	

	

	



Your contracts
Your largest contracts (please specify individual contracts/purchase orders, not entire MSAs)
	Client
	Description of contract
	Income to you from contract
	Duration of 
contract
	What % of income is for maintenance?
	Contractual limit of liability

	
	
	
	
	%
	

	
	
	
	
	%
	

	
	
	
	
	%
	

	
	
	
	
	%
	

	
	
	
	
	%
	






	
	What typical % of your business do you sub-contract to others?
	%

	
	Do you insist that all sub-contractors have their own PI insurance?
	Yes   ☐   No   ☐

	
	Do all of your contracts include
	

	
	Consequential / indirect loss exclusion
	Yes   ☐   No   ☐

	
	Limit of liability
	Yes   ☐   No   ☐



If No to any of the above, please provide details
	

	

	


What is the typical limit of liability in your contracts?
	


Do your contracts ever offer:
	Unlimited liability
	Yes   ☐   No   ☐

	Guarantees / indemnities
	Yes   ☐   No   ☐

	Warranty that you will use more than reasonable skill and care
	Yes   ☐   No   ☐


If Yes to any of the above, please provide details
	

	

	


Professional services claims
	[bookmark: _Hlk151124852]
	a)
	Has the firm(s) sustained any loss through the fraud or dishonesty of any person?
	Yes   ☐   No   ☐

	
	
	If YES, please supply details
	

	
	
	
	

	
	
	
	



	
	b)
	Is the firm(s) aware of any allegation or occurrence of fraud or dishonesty at any time committed by any past or present partner, director or principal or employee?
	Yes   ☐   No   ☐

	
	
	If YES, please supply details
	

	
	
	
	

	
	
	
	



	
	c)
	After enquiry, have any Professional Liability claims ever been made against the firm(s) and/or predecessors of the firm(s) and/or your current and/or retired partners, directors or principals, either individually or otherwise for any negligence, errors, omission, breach of professional duty or the like, whether successful or not?
	Yes   ☐   No   ☐

	
	
	If YES, please supply details
	

	
	
	
	

	
	
	
	



	
	d)
	After enquiry, are any of the partners, directors or principals aware of any? pending claims and/or circumstances existing which may give rise to a Professional Liability claim against the firm(s) and/or predecessors of the firm(s) and/or your current and/or retired partners/directors/principal?
	Yes   ☐   No   ☐

	
	
	If YES, please supply details
	

	
	
	
	

	
	
	
	


     
Data for which you are responsble
Please provide details of personal information (in both electronic and non-electronic form) you process or store using the following table. This should include information relating to employees and third-parties.
	


Type of sensitive information transmitted, processed or stored:

	
	Names, addresses and email addresses
	Individual taxpayer ID/
NI numbers
	Driver’s license, passport
or other ID numbers
	Financial account records
	Payment/credit card data
	Other: Please specify

	Number of records transmitted or processed per year
	
	
	
	
	
	

	Maximum number of records stored on your network at any one time
	
	
	
	
	
	

	Encrypted while at-rest on the network?
	Yes   ☐   No   ☐ 
	Yes   ☒   No   ☐ 
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 

	Encrypted while in-transit within and out of the network?
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 

	Encrypted on mobile computing devices?
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 

	Encrypted on portable data storage media?
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 

	Encrypted on back-up tapes
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 
	Yes   ☐   No   ☐ 

	Estimated % of above records stored/processed in USA
	
	
	
	
	
	


Please provide further details below if necessary:
	 

	

	



Please indicate your level of compliance with the latest Payment Card Industry (PCI) data security standards
	PCI Data Security Standard Level		Date of last audit
	Compliance %

	1 (more than 6,000,000 transactions)
	%

	2 (more than 1,000,000 transactions)
	%

	3 (more than 20,000 transactions)
	%

	4 (all other merchants)
	%

	If you have answered less than 100% compliance for the level of transactions you process, please advise what steps you are taking to ensure future compliance and the expected timeline for major milestones to achieve this:

	
	
	

	
	
	

	Do you operate any POS systems?
	Yes   ☐   No   ☐

	If Yes please explain how you prevent intrusions and protect card data, including whether you employ full end to end encryption, tokenisation and white labelling etc. If you do not use these measures, how do you ensure the security of the card data?

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Do you obtain permission before collecting sensitive personal information?
	Yes   ☐   No   ☐



Business interruption risk
	Do you have a material or critical reliance on any computer system or platform (including any industrial control system) for any aspect of your continuing business operations?
	
Yes   ☐   No   ☐

	If Yes, please state in what way you are reliant and what steps you take to mitigate that risk including
1. redundant servers,
1. hot and warm start backups, co-location, mirror sites etc.
1. how frequently you back up,
1. how often you test your BCP and DRP and backup processes to ensure they remain effective,
1. any steps you have taken to quantify the likely loss of net profit from the failure of a critical system (for example carrying out a business impact assessment),
1. how interdependent different systems are (ie could a failure of one critical system bring down many systems or are they sufficiently segregated to minimise that risk?),
1. have you calculated any RTO or do you have plans to do so?



	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



Your risk management
	
	1. Do you have a designated Chief Privacy Officer?
	Yes   ☐   No   ☐

	
	Do you have a designated Chief Information Security Officer?
	Yes   ☐   No   ☐


Do you have a formal risk assessment process that identifies critical assets, 
threats and vulnerabilities? 	Yes   ☐   No   ☐
Do you have a formal documented policy with respect to:
	a)
	Data classification
	Yes   ☐   No   ☐ 

	b)
	Information Security
	Yes   ☐   No   ☐ 

	c)
	Privacy
	Yes   ☐   No   ☐ 

	d)
	Acceptable Use
	Yes   ☐   No   ☐ 

	e)
	Access Management
	Yes   ☐   No   ☐ 

	f)
	Incident response in the event of a data breach?
	Yes   ☐   No   ☐ 

	g)
	Disaster recovery and business continuity with defined RTO?
	Yes   ☐   No   ☐ 


Do you perform annual disaster recovery tests of critical systems?	Yes   ☐   No   ☐
	
	a)
	Do you have a formal security due diligence and sign-off process prior to appointing system vendors and third party service providers?
	Yes   ☐   No   ☐ 

	
	b)
	Do your contracts with such vendors include rights of audit, minimum network security standards and rights of audit?
	Yes   ☐   No   ☐ 

	
	c)
	Do you perform formal reviews of third party service providers to ensure that they adhere to your data security requirements?
	Yes   ☐   No   ☐ 


Are you compliant with any of the following standards or frameworks?
	
	Standard/Framework
	Last verified compliance date
	Compliant?

	a)
	ISO/IEC 27000 series (Information security management)
	
	Yes   ☐   No   ☐

	b)
	ISO/IEC 31000 (Risk management)
	
	Yes   ☐   No   ☐

	Others (please specify below)

	c)
	
	
	Yes   ☐   No   ☐ 

	d)
	
	
	Yes   ☐   No   ☐ 


Do you have installed and configured:
firewalls to prevent unauthorised access and antivirus software on all end-points, mission critical servers, portable media and connection points etc ?
	
	1. 
	firewalls to prevent unauthorised access and antivirus software on all end-points, mission critical servers, portable media and connection points, etc?
	Yes   ☐   No   ☐ 

	
	
	an intrusion detection and prevention system?
	Yes   ☐   No   ☐ 

	
	
	Whitelisting
	Yes   ☐   No   ☐ 

	
	
	a solution to protect the security of mobile devices that store Company data?
	Yes   ☐   No   ☐ 

	
	
	Security Event Management Software?
	Yes   ☐   No   ☐ 

	
	
	Data leak prevention software
	Yes   ☐   No   ☐


Comments:
	

	

	



	
	1. 
	Have vulnerability audits and/or has third party penetration testing been carried out in the last 12 months?

	
	
	Vulnerability audits
	Yes   ☐   No   ☐

	
	
	Penetration testing
	Yes   ☐   No   ☐ 

	


Please provide brief details including whether any ‘red-flag’ or critical issues or vulnerabilities were identified:
	

	

	




	
	1. 
	Is sensitive data ever stored on internet facing servers?
	Yes   ☐   No   ☐



	
	a)
	Do you automatically update or patch commercial desktop software and open source software for known vulnerabilities?
	Yes   ☐   No   ☐


	
	b)
	Do you use any software that is considered retired or “end-of-life” by the manufacturer and is no longer supported (for example Windows XP)?
	Yes   ☐   No   ☐ 

	
	a)
	Do you have a formal procedure to add, delete or modify user access to your 
computer system?
	Yes   ☐   No   ☐ 

	
	b)
	Do you enforce complex passwords (at least 8 characters and that must contain both alphabetic and numeric characters), which must be regularly changed?
	Yes   ☐   No   ☐ 

	
	c)
	Do you use a multi-factor authentication system for remote access to its computer system?
	Yes   ☐   No   ☐ 

	
	d)
	Do you perform a criminal history check and obtain references for all new recruits and (if relevant) contractors?
	Yes   ☐   No   ☐ 

	
	e)
	Do you regularly conduct information security awareness training for employees including Phishing?
	Yes   ☐   No   ☐ 

	
	f)
	Do you have entry controls that limit and monitor physical access to premises where your systems or data are held?
	Yes   ☐   No   ☐ 

	.
	a)
	Do you maintain daily off-site back-ups of critical system data?
	Yes   ☐   No   ☐ 

	
	b)
	Do you regularly test your ability to recover back-up data?
	Yes   ☐   No   ☐ 

	
	a)
	Do you post a privacy policy on your website?
	Yes   ☐   No   ☐ 

	
	b)
	Has the policy been reviewed by internal or external counsel?
	Yes   ☐   No   ☐ 

	
	
	Do you ensure consumers have the appropriate opportunity to opt out of marketing communications?
	Yes   ☐   No   ☐

	
	
	In relation to digital content how do you minimise the risk of third party claims (such as invasion of privacy, IP infringement, defamation etc?)
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	a)
	Do you use either internal or external legal counsel to approve all media content (for defamation and copyright exposures) before such content is published or broadcast externally?
	Yes   ☐   No   ☐



Cyber incidents
	
	fter enquiry, in the previous 5 years have you had:

	
	a)
	Actual or threated unauthorised access to personal or confidential data in your computer system or the computer system of a person to whom you have outsourced such data?
	Yes   ☐   No   ☐

	
	b)
	An extortion attempt (whether successful or not and whether you have 
paid a ransom or not)?
	Yes   ☐   No   ☐

	
	c)
	An unscheduled computer system interruption exceeding 12 hours?
	Yes   ☐   No   ☐

	
	d)
	Any physical or on-line protest against you for environmental, 
political or ideological reasons?
	Yes   ☐   No   ☐

	
	e)
	Any actual or attempted theft of personal data or confidential data (by an internal or external perpetrator)?
	Yes   ☐   No   ☐



	If Yes, please provide further details below:

	

	

	

	

	

	



	Declaration

	Please read carefully the following statement prior to signing where indicated.

	I/We understand and agree that any information provided herein and/or in any other related document may be provided to third parties in relation to the insurance cover applied for including without limitation, vendors, reinsurers and professional advisers. For the avoidance of doubt, such consent applies to all information provided by the undersigned for and/or on behalf of the proposed insured(s), where applicable.
The completion of this proposal form does not bind the Applicant or Insurer(s) to effect a Contract of Insurance, but if a policy is issued, this proposal form, together with any other information supplied prior to inception shall form the basis of any Contract of Insurance effected thereon.
I/We declare that the statements and particulars in this proposal form are true and that no material facts have been mis-stated or suppressed after enquiry. I/We agree that this proposal form, together with any other information supplied shall form the basis of any Contract of Insurance effected thereon. I/We undertake to inform the Insurer(s) of any material alteration to those facts occurring before the completion of the Contract of Insurance.
I acknowledge receipt of the notices included in the cover sheet of this proposal and that I have read and understood the content of them.
confirm that I am authorised by the proposing policyholder (and its directors if applicable) to complete this proposal form and to accept the quotation terms for this insurance on behalf of the policyholder and its subsidiaries.

	Name:

	Title:

	Signature:

	Date:
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